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1 About this document
1.1 Scope

This document provides information about the Stellaris LDAP configuration for the usage with a Microsoft
Active Directory Domain and Services server.

It applies to devices running at least version 4.2.0 of the Stellaris firmware.

Requires feature
LDAP is only available on devices having the "REMOTE_AUTH" feature. Please refer to the “show
features” CLI command to verify if that feature is available on a given device.

1.2 Prerequisite

This document presumes following:

« Access to the configuration of a reachable Microsoft Active Directory Server exposing an LDAP end-
point.
« Access to the CLI of a Stellaris device (console, SSH or TELNET).
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2 Configuration

2.1 Microsoft Active Directory server setup
2.1.1 Bind User

A user must be configured on the directory service allowing the Stellaris device to bind and read the con-
tent of the directory. The capabilities of this user should be limited as far as possible, because their pass-
word is configured in clear text on the device.

Example:

« Creating auser called pdu-bind-user :

pdu-bind-user Properties ? X
rember OF Dial-in Errvironment Seszsions
Remote contral Remate Desklop Services Profile COM+

General Address Ancount Prafile Telephones Organization

; ) pdu-bind-user

First name: | Initials: |

Last narne: |

Description: |

|
|
Dizplay name: |pdu-bind-user |
|
|

Dffice: |

Telephone number; | | Other. ..

E-rnail; |

Web page: Other...
| |

Cancel Apply Help

2.1.2 Create Groups
The Idap directory needs groups on which device roles will be configured later.
Example:

« Creating two groups DC@1 sysadmin and DCO1 guests

Marne Type Cescription
EE,DCU'I guests Security Group - Global Datacenter 01 Guests
EE,DCD'I sysadmins Security Group - Global Datacenter 01 Systern Administrators
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2.1.3 Create Users

For users to be able to log into a Stellaris device, they must be member of at least one group which has

configured roles on the device.

Example:

» Creating two users Alice and Bob. Alice being member of the Dce1 sysadmin group and Bob being

member of the DCo1 guests group.

Remote control Remote Deskiop Services Profile COM+
General Address Account Profile Telephones Organization
tember OFf Diial-it Enviromment Session:

kember af:
Mame Active Directary Darmain Services Folder
DM zpzadming
Diomain Users
Add... Femove
Frimary group: Dromain Uszerz

There iz no need ta change Primary aroup unless
you have Macintozh clients or POSE-compliant
applications.

Set Primary Group

QK. Cancel Apply Help

Bob Praperties ? >
Remate contral Remate Desktop Services Profile COk+
General Addresz Account Profile Telephones Organization
tMember OF Dial-in Environment Sessions
Member of;
Mame Active Directory Domain Services Folder
DCOT quests
Domain Users
£ >
Add... Remove

Primary group: Damain Users

There iz no need to change Primary group unless
you have Macintazh clients or POSE-compliant
applications.

Set Primany Group

Cancel Apply Help

2.2 Stellaris device configuration

Now that the directory service is set up, the device can be configured.

2.2.1 Auth configuration context

LDAP configuration is done in the auth (authentication)configuration context:

hostname>

hostname> configure
hostname(config)# auth
hostname(config-auth)#

For context help, enter following command or refer to the CLI Reference Manual:

hostname(config-auth)# ldap ?
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2.2.2 Minimal configuration

For a minimal configuration to work with a Microsoft Active Directory following must be set:

« Hostname or IP address of the server
¢ bind-auth

¢ base-dn

Group roles configuration

Example:

hostname(config-auth)# ldap server authserver.local
hostname(config-auth)# ldap bind-auth CN=pdu-bind-user,CN=Users,DC=authserver,DC=1local *bind-user-pass$
hostname(config-auth)# ldap base-dn CN=Users,DC=authserver,DC=1local
hostname(config-auth)# ldap group "DCO1 sysadmins" role admin
hostname(config-auth)# ldap group "DCO1 guests" role snmp-read
After the configuration, the Idap authentication may be enabled:

hostname(config-auth)# ldap enabled

2.2.3 Testing

User Alice having admin roles :
« Console/ Telnet:
Username: Alice
Password:

Welcome to Stellaris device RN3005 S/N 101787 running Stellaris 4.2.0-92c6ff33

hostname>
hostname> configure
hostname(config)#

o SSH:

> ssh Alice@r2-c32-lab.rnx.ch
Alice@r2-c32-lab.rnx.ch's password:

Welcome to Stellaris device RN3005 S/N 101787 running Stellaris 4.2.0-92c6ff33
hostname>
hostname> configure

hostname(config)#

User Bob having guest roles :

« Console / Telnet:
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Username: Bob

Password:
Welcome to Stellaris device RN3005 S/N 101787 running Stellaris 4.2.0-92c6ff33

hostname>
hostname> configure
ERR: Unknown command.

» SSH:

> ssh Bob@r2-c32-lab.rnx.ch
Bob@r2-c32-lab.rnx.ch's password:

Welcome to Stellaris device RN3005 S/N 101787 running Stellaris 4.2.0-92c6ff33

hostname>

2.2.4 Binduser as UPN

With the MS ADDS it is also possible to configure the bind-auth using the users UPN.

Example :

hostname(config-auth)# ldap bind-auth pdu-bind-user@company.org *bind-user-pass$

2.2.5 Usingdifferent Login Name Attribute

If users should be able to log in with their UPN (by convention this is their email name), it is possible to
configure the login-name-attribute to point to the directory’s UserPrincipalName field.

Example :

hostname(config-auth)# ldap login-name-attribute userPrincipalName

User Alice would log in as follows:
« Console/ Telnet:

Username: Alice@company.org
Password:

Welcome to Stellaris device RN3005 S/N 101787 running Stellaris 4.2.0-92c6ff33

hostname>

o SSH:
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> ssh Alice@company.org@r2-c32-lab.rnx.ch
Alice@company.org@r2-c32-lab.rnx.ch's password:

Welcome to Stellaris device RN3005 S/N 101787 running Stellaris 4.2.0-92c6ff33
hostname>

hostname> configure
hostname(config)#
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